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So let's assume you already know and understand that artificial intelligence’s main building blocks are
perceptrons, that is, mathematical models of neurons. And you know that, while a single perceptron is too
limited to get “interesting” information from, very interesting structures--neural networks--can be built with
them. You also understand that neural networks can be “trained” with large datasets, and you can get
them to become quite efficient and accurate classifiers for data comparable to your dataset. Finally, you
are interested in applying this knowledge to defensive network security, particularly in choosing the right
recurrent neural network (RNN) framework to create an intrusion detection system (IDS). Are you still with
me? Good! This paper might be right for you!

The paper builds on a robust and well-written introduction and related work sections to arrive at explaining
in detail what characterizes a RNN, the focus of this work, among other configurations also known as
neural networks, and why they are particularly suited for machine learning (ML) tasks. RNNs must be
trained for each problem domain, and publicly available datasets are commonly used for such tasks. The
authors present two labeled datasets representing normal and hostile network data, identified according
to different criteria: NSL-KDD and UNSW-NB15. They proceed to show a framework to analyze and
compare different RNNs and run them against said datasets, segmented for separate training and
validation phases, compare results, and finally select the best available model for the task--measuring
both training speed as well as classification accuracy.

The paper is quite heavy due to both its domain-specific terminology--many acronyms are used
throughout the text--and its use of mathematical notation, both to explain specific properties of each of the
RNN types and for explaining the preprocessing carried out for feature normalization and selection. This
is partly what led me to start the first paragraph by assuming that we, as readers, already understand a
large body of material if we are to fully follow the text. The paper does begin by explaining its core
technologies, but quickly ramps up and might get too technical for nonexpert readers.

It is undeniably an interesting and valuable read, showing the state of the art in IDS and ML-assisted
technologies. It does not detail any specific technology applying its findings, but we will probably find the
information conveyed here soon enough in industry publications.

Reviewer: Gunnar Wolf Review #: CR147691

© sHARE EYE.
Would you recommend this review? O ves Ono Enter

Other reviews under "Neural Nets":

Synergetic computers and cognition
Haken H. (ed), Springer-Verlag New York, Inc., New York, NY, 1991. Type: Book (9780387530307)

Code recognition and set selection with neural networks
Jeffries C., Birkhauser Boston Inc., Cambridge, MA, 1991. Type: Book (9780817635855)

@ Reviewer Selected
) Featured Reviewer

Browse Alerts
Neural Nets (1.5.1 Add
o)
Neural Nets (C.1.3 | Add
)
Learning (1.2.6) Add
Manage Alerts | More Alerts
Date
Oct 1 1992
Jun 1 1993

1/20/24, 14:26


https://www.computingreviews.com/index.cfm
https://www.computingreviews.com/index.cfm
https://www.computingreviews.com/hottopic/hottopic_index.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/hottopic/hottopic_index.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/search/search_simple_new.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/search/search_simple_new.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/browse/browse_topics.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/browse/browse_topics.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/recommend/bestof/bestreviews.cfm?bestYear=2016&CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/recommend/bestof/bestreviews.cfm?bestYear=2016&CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/myaccount/myaccount_alertresults.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/myaccount/myaccount_alertresults.cfm?CFID=50573813&CFTOKEN=83854222
https://www.computingreviews.com/login/login_login.cfm
https://www.computingreviews.com/login/login_login.cfm
https://www.computingreviews.com/review/review_review.cfm?review_id=147691
https://www.computingreviews.com/review/review_review.cfm?review_id=147691
https://www.computingreviews.com/Browse/Browse_authors.cfm?author_id=3863957
https://www.computingreviews.com/Browse/Browse_authors.cfm?author_id=3863957
https://www.computingreviews.com/Browse/Browse_titles2.cfm?journal_id=6083
https://www.computingreviews.com/Browse/Browse_titles2.cfm?journal_id=6083
https://www.computingreviews.com/review/fulltext_link.cfm?media_id=3659062&review_id=147691
https://www.computingreviews.com/review/fulltext_link.cfm?media_id=3659062&review_id=147691
https://www.computingreviews.com/browse/browse_reviewers.cfm?reviewer_id=123930
https://www.computingreviews.com/browse/browse_reviewers.cfm?reviewer_id=123930
http://www.addthis.com/bookmark.php?v=250&pubid=ra-4f15f6c5738abf5f
http://www.addthis.com/bookmark.php?v=250&pubid=ra-4f15f6c5738abf5f
https://www.computingreviews.com/recommend/recommend_byreviewer.cfm?rectype=revselect
https://www.computingreviews.com/recommend/recommend_byreviewer.cfm?rectype=revselect
https://www.computingreviews.com/todaysissue/todaysissue_featured.cfm?reviewer_id=123930
https://www.computingreviews.com/todaysissue/todaysissue_featured.cfm?reviewer_id=123930
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2358
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2358
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2358
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2358
https://www.computingreviews.com/browse/browse_topics3.cfm?ccs_id=1813
https://www.computingreviews.com/browse/browse_topics3.cfm?ccs_id=1813
https://www.computingreviews.com/myaccount/myaccount_managealerts.cfm
https://www.computingreviews.com/myaccount/myaccount_managealerts.cfm
https://www.computingreviews.com/review/review_multiplealerts.cfm?review_id=147691
https://www.computingreviews.com/review/review_multiplealerts.cfm?review_id=147691
https://www.computingreviews.com/review/review_review.cfm?review_id=116020
https://www.computingreviews.com/review/review_review.cfm?review_id=116020
https://www.computingreviews.com/review/review_review.cfm?review_id=116117
https://www.computingreviews.com/review/review_review.cfm?review_id=116117

Computing Reviews, the leading online review service for ... https://www.computingreviews.com/review/review_review....

Fast learning_and invariant object recognition Nov 1 1992
Soucek B. (ed), Wiley-Interscience, New York, NY, 1992. Type: Book (9780471574309)

more...

E-Mail This (w2 Printer-Friendly

REVIEWER'S AREA MASTHEAD SUBSCRIBE NEWS CONTACT US

Reproduction in whole or in part without permission is prohibited. Copyright 1999-2024 ThinkLoud®
Terms of Use | Privacy Policy

20f2 1/20/24, 14:26


https://www.computingreviews.com/review/review_review.cfm?review_id=116441
https://www.computingreviews.com/review/review_review.cfm?review_id=116441
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/browse/browse_topics4.cfm?ccs_id=2453
https://www.computingreviews.com/Review/Review_email.cfm?review_id=147691&listname=todaysissuearticle&media_id=3659062
https://www.computingreviews.com/Review/Review_email.cfm?review_id=147691&listname=todaysissuearticle&media_id=3659062
https://www.computingreviews.com/Review/Review_email.cfm?review_id=147691&listname=todaysissuearticle&media_id=3659062
https://www.computingreviews.com/Review/Review_email.cfm?review_id=147691&listname=todaysissuearticle&media_id=3659062
https://www.computingreviews.com/review/review_reviewprint.cfm?review_id=147691
https://www.computingreviews.com/review/review_reviewprint.cfm?review_id=147691
https://www.computingreviews.com/review/review_reviewprint.cfm?review_id=147691
https://www.computingreviews.com/review/review_reviewprint.cfm?review_id=147691
https://www.computingreviews.com/revarea/reviewer_area.cfm
https://www.computingreviews.com/revarea/reviewer_area.cfm
https://www.computingreviews.com/masthead/masthead_masthead.cfm
https://www.computingreviews.com/masthead/masthead_masthead.cfm
https://www.computingreviews.com/subscribe/subscribe_subscribe.cfm
https://www.computingreviews.com/subscribe/subscribe_subscribe.cfm
https://www.computingreviews.com/masthead/masthead_pressrelease.cfm
https://www.computingreviews.com/masthead/masthead_pressrelease.cfm
https://www.computingreviews.com/terms/terms_termsofuse.cfm
https://www.computingreviews.com/terms/terms_termsofuse.cfm
https://www.computingreviews.com/privacy/privacy_privacy.cfm
https://www.computingreviews.com/privacy/privacy_privacy.cfm

